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10 Tips to Detect Check Fraud
Fraudulent checks are professionally produced and can appear to be as legitimate as any other check. It is
as easy as printing checks using a home computer, printer and check paper found at any office supply store.
Here are ten tips to help you make sure the check you receive is legitimate:

1. Review entire check for correct spelling and punctuation.
2. Account holder's information should be professionally preprinted in the upper left hand corner.
3. Check numbers should be higher than 300, since many fake or bad checks are lower numbers. The
check number in the top right should match the number indicated in the MICR field along the
bottom. Generally, the check number is the first set of digits in the MICR line in a business check, or
the last set in a personal check.
4. Checks should be perforated on one or more sides, rather than four smooth sides.
5. Bank logo should appear on the front of the check along with correct spelling of bank name and
address
6. Numeric payable amount on check should match the written amount.
7. Routing numbers are assigned by the Federal Reserve District, and the first two digits of the routing
number represent District Codes. The District Codes for the originating bank's location and the Federal
Reserve's geographic area should match in the routing number. In the example above, the District
Code is 05, which includes the bank's location in Virginia, so this is a match. (See the Federal Reserve
table for a complete list of Federal Reserve Districts).
8. The first through fourth numbers in the routing number correspond to the numerator of the fraction
(generally located below the check number. Leading zeros are dropped. In the example below, 0520 is
converted to 520.
9. The fifth through eighth numbers in the routing number correspond to the denominator of the fraction
indicated above. Again leading zeros are dropped. In this example, 0042 is converted to 42.
10. Turn the check over, and look for a description of the check's security features (e.g. watermark or
transparencies). Confirm these are on the check.*1
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How to Detect a Fake Traveler’s Check

*2

1) The check must be signed by the buyer at time of purchase. This signature should be at the top of
the check. Watch the user sign the bottom line usually listed as “countersign here”. The two
signatures must match and also should match the signature on the person’s ID.
2) Inspect the surface of the check for signs of tampering. This can be smudged, missing micro
printing or discoloration.
3) The check should have a watermark. Make sure a watermark is revealed by holding the check up
to the light. If the watermark is visible without introducing the light this is an indicator of a fake.
Also if the check lacks a watermark this could also indicate a fake.
4) Look for a holographic thread running through the width of the check while holding it to the light.
A thread will be in every real check and appear silver or metallic, with a shine to it. Fake threads
may be dull or appear printed on the check and easily seen even when not held to the light.
5) Feel the surface of the check for engraved or embossed printing which should create texture
rather than be smooth. Often, the border, denomination or the central image on the face of the
check will be engraved. Real checks should also feel similar to paper currency, without feeling
overly smooth or thicker than paper money.
6) Note the amount of the check and do not accept checks which are grossly larger than the amount
needed for payment, for example a $100 check being used to buy $5 of goods.
7) Compare the serial number of the check if the customer is handing you more than one check of
the same denomination. Traveler’s check sold in packs feature a number sequence, so a check
ending in 002 can be expected to be paired with another check close in range, such as 001 or 003.
Very random serial numbers on the same denomination checks for payment can signal fakes. *4
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Remember, as a business or individual you don’t have to accept these types of payments.
If you are selling goods online ask for either cash or credit card for payment. When
accepting cash, check for the security features to avoid accepting fraudulent currency.
When in doubt, call the bank on the check to verify the legitimacy before accepting it. A
real check could be from a closed account so if the person is acting suspicious take the
extra time to protect yourself or business and call the bank for verification. Ask for
identification, check the photograph on the identification to make sure it is the same
person that is standing in front of you. Write down the identification number and ask
them for a phone number if it’s not printed on the check. The person’s identification
should match the information printed on the check.
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